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part = @; part < 4; part++)
int32_t bit = @0; bit < 32; bit++

(xdest) [part * 32 + bit] = src[@].u32[part] >> bit & 1;

r (int32_t copy = 1; copy < MULTIPLI Y; copy++) {
int32_t part = 0; part < 4; part++
for (int32_t bit = @; bit < 32; bit++) { - - L
(xdest) [part % 32 + bit] += srclcopy].u32[part] >> bit & 1; e L oo P i

} . ) — W

40 key SNR

A, AR, ot 47| nf20)
Lo sot ol AT EQ0| ASs Mzt




POSTQUANTUM
SHIELD

=L St=HI0] i thE= A2 |iCh

KCMVP (EOEZE 4 H[AZ SM)

EETENTT

L1 104

L2 5
L3-L4 0
Al 109

CC (AVA VAN = B2 A& =

EETENET

EAL2 83
EAL4 141
EALS 0

EAL5+ 5

12a

AVA_VAN.5

= 18

5

2 338 - 124«

0

. CC+KCMVP 33871 5 SIEHI0] siFS n2{et A2 124 — 3.6%

0

0 SK2Z Ro7tE 2% El
fIxI T2 oF BrOpA] SE2]

?
: e O

2025.04 2025.08 2025.11 2026.06 202n. ?7?

%MIH Q%= &

W ke

HMX}7tE

f( LZHNIE X)



O] A2 AEe| H=C}

© =7t erunas e opxeE:

=

}o} st}

—

2035E7HK| 27} 7|EEA| A 0|
USE MO mASHCL

© zruses qun s g5

2025.12.03 MfSt7|=sHESME -

“SDNE T Kores |

- DME FYRE HN upHCH

POSTQUANTUM
SHIELD

© sie= oo a9t

My cc AB 435 314 246 75 229
AVA_VAN.5 (834 318 146 72 11 5
H & 73% 47% 29% 15% 2.2%
dg|n —diels "5 dash o AX] kF
DRZE - HERR  2EMA - A|A" - ®AMY - CHO| A

=
— &&7|2 # o2t 2z ZOF0f StEHO o Z tHES HEe




POSTQUANTUM
SHIELD

AlZHof| ci$t PostQuantumShield2| 4

01 02 03
— = A = =
Uz AF M7 50 YA Az = DME| HHojl=
—~ o -~ x S
ostESlof sido o F et O =2 Hot +=Fo| g1 o4
NIST 24 45 stl-28 18 - 78 - 2F
AES ML_KEM . ML_DSA ”/DOCE/ _I:‘Ix ‘LE:'/ L—//OQO/ 7}5} f ﬂ/]-//” (7(-|r:| Xl |)
RSA SLH-DSA - Falcon e e
HQC - McEliece
ECC FrodoKEM ... o Falcon MSON TZH # o
— dtEgof siol x| E
33 105+ o HQC %2 54 167 22 GO R E| M3HEIC}
NIST - ISO7} 2tz CtE 22| ES BEse e ML-KEM/DSA - McEliece IACR - CCS S Z|
AQ| Stg|of Ch4- 2tE

SAHLY 24 S F E QIE| B SLESO] Y ZS| #27F oA

ol=ESI0] 52 EoF AlFo] E2|7| Ho, ojZ| MFEetet

| i W




POSTQUANTUM

SHIELD
O L— (=) (=)

HOoto|ES di= 2 022 ot

iEE'?‘-" O'I 75% (KCMVP H|E &34 X, CC AVA_VAN.5 X) '5|'E'?'-|| 0'| 3“%‘ EH% (KCMVP H|E &34 0, CC AVA_VAN.5 O)

|

(i part = @; part < 4; part++) o H
for (int32_t bit = 0; bit < 32; bit++ S 2 A AL G < 1.5
(xdest) [part * 32 + bit] = src[0].u32[part] >> bit & 1; y

copy = 1; copy < MULTIPLICITY; copy++) {

s encode trunc TIL, — 40 key SNR
t32_t part = 0; part < 4; part++ - e - Ll
for (int32_t bit = 0; bit < 32; bit++) { o/
(xdest) [part x 32 + bit] += srclcopyl.u32[part] >> bit & 1; L s P i
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Our solution & Roadmap
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A, Post-Quantum Cryptography

OIRIHTEEIO| ALBSIE|H, 7| E 94 RSA, DSA, ECDSALS S
ofELN, QRHHBE L0 LHAO| 2l SRS S j2] Selsforst
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Post-Quantum
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ECDSA

Isogeny MPC

New Cryptographic Primitives
= Post-Quantum Cryptography (PQC)
= Quantum Safe Cryptography
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JIACR Transactions on Cryptographic Hardware and Embedded Systems

ISSN 2569-2925, Vol. 2021, No. 4, pp. 149-172. DOI:10.46586/tches.v2021.i4.149-172
Pushing malicious firmware to the target key fob...

100% | I | 7054/7954 [01:46<00:00, 74.611t/s] |
Update completed, reconnecting...

Obtaining one-time valid unlock commands

Unlock all: 17fe88c17164b49f95517ec195fh3f6b

Open Left Falcon: 6cb2cce@9de5e8d496df57766287882e

My other car is your car: compromising the
Tesla Model X keyless entry system

Lennert Wouters, Benedikt Gierlichs and Bart Preneel

imec-COSIC, KU Leuven, Kasteelpark Arenberg 10, B-3001 Leuven-Heverlee, Belgium
firstname.lastname@esat.kuleuven.be

“Open Trunk: Bdi290edc24d2bad9edd51001fbd566F
Lock all: 0ad42a257593abd38590d57d37b60312

Ready to unlock the target car...
Unlocking doors
Opening left falcon
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9. OT-PCA: New Key-Recovery Plaintext-Checking Oracle Based Side-Channel Attacks on HQC with Offline Templates

Haiyue Dong, Qian Guo
Independent Researcher; Lund University

aPDF]

[ W TCHES

8. Multi-Value Plaintext-Checking and Full-Decryption Oracle-Based Attacks on HQC from Offline Templates

Haiyue Dong, Qian Guo

Lund University

[ B TCHES H B PDF ]

13. Full Key-Recovery Cubic-Time Template Attack on Classic McEliece Decapsulation

Vlad-Florin Dragoi, Brice Colombier, Nicolas Vallet, Pierre-Louis Cayrel, Vincent Grosso
Aurel Vlaicu University of Arad; Université Jean Monnet Saint-Etienne; Centre National de |la Recherche Scientifique

B TCHES B pPDF ]

4. Leaky McEliece: Secret Key Recovery From Highly Erroneous Side-Channel Information
Marcus Brinkmann, Chitchanok Chuengsatiansup, Alexander May, Julian Nowakowski, Yuval Yarom

Ruhr University Bochum; University of Klagenfurt

‘ B TCHES H B PDF ’

2. MulLeak: Exploiting Multiply Instruction Leakage to Attack the Stack-optimized Kyber Implementation on Cortex-M4

Fan Huang, Xiaolin Duan, Chengcong Hu, Mengce Zheng, Honggang Hu
University of Science and Technology of China: Zhejiang Wanli University

[ B TCHES l B PDF

27. Rejected Signatures' Challenges Pose New Challenges: Key Recovery of CRYSTALS-Dilithium via Side-Channel Attacks

Yuanyuan Zhou, Weijia Wang, Yiteng Sun, Yu Yu
Synopsys; Shandong University; Shanghai Jiao Tong University
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Downfall (2023) — Intel Core 6~11AM|CH (Skylake~Tiger Lake), CVE-2022-40982
gather HEO| £E7|X A3 F SIMD #HE ZHX|AEAVX)0| H=2 2+ SEICt
OpenSSL AES 7| S5+ — AES-128 100%, AES-256 86%

= Downfall (security vulnerability) ¥ Add languages v

Article Talk Read Edit View history

From Wikipedia, the free encyclopedia

See also: Transient execution CPU vulnerability

Downfall, known as Gather Data Sampling (GDS) by Intel,['! is a computer security vulnerability

Downfall
found in 6th through 11th generations of consumer and 1st through 4th generations of Intel Xeon
. 211 ; ) ) . ) . CVE CVE-2022-40982 2
Scalable x86-64 microprocessors.'“! It is a transient execution CPU vulnerability which relies on identifier
speculative execution of Advanced Vector Extensions (AVX) instruction rev h nt of
P i ° (AVX) instructions to reveal the content of | yccoveq  g-1ith gen Intel Core CPUs, 1-4th
vector registers. hardware gen Intel Xeon Scalable CPUs
Website downfall.page

Vulnerability (e

Intel's Software Guard Extensions (SGX) security subsystem is also affected by this bug.!¥)

The Downfall vulnerability was discovered by the security researcher Daniel Moghimi, who publicly released information about the vulnerability in
August 2023, after a year-long embargo period.[>)(6]
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IDENTITY & ACCESS

Researchers Show Google’s Titan Security
Keys Can Be Cloned

Researchers have found a way to clone Google’'s Titan Security Keys through a side-channel attack, but
conducting an attack requires physical access to a device for several hours, as well as technical skills, custom
software, and relatively expensive equipment.

‘ onoao
@ ) By Eduard Kovacs | January 11, 2021 (12:33 PM ET) —
\
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